Multivariate Cryptography - Exercise 1 - Solution

PQ Crypto Summer School 2017

1 UOV

Let F=GF(7) and 0o = v = 3 (balanced Oil and Vinegar). Let the affine trans-

formation 7 : F6 — [F6 be given as

T(@r,... m6) =

The central map F : F¢

f(l) _
+
f(2) _
+
@ =
+

1. Compute the corresponding public key

Solution: The public key P = F o T : F¢ — F3 is given by
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I3 of our scheme is given by

N W = N

4x% + 4dx1x3 + dr124 + 62175 + T126 + 621 + 41:% + xox3 + 6x2x4 + 62925 + DxoTg

5To + 5x§ + 3x3x4 + dx375 + 2T37T6 + D3 + 624 + 375,

3x1x3 +4x124 + 31125 + 4126 + 3T1 + 6:1:% + o3 + dxoxy + 42275 + DTox6 + 622

6x§ + dxsxy + 22325 + T326 + 33 + T4 + 26 + 1,

633% + 6z123 + 4125 + 2126 + 23:% + bxox3 + 6924 + DxoT5 + Droxe + 622 + 3x§
Sx3xy + 6x3T5 + T3T6 + 33 + 424 + 65 + 5.

= dxyxo + 1123 + 22124 + 3T1T5 + 11 + 2x§ + x9x3 4+ Dxoxy + 605 + X265 + DT

+

+

- -

xg + 22314 + dx325 + 3T306 + 323 + 3:83 + 32475 + 22426 + 624 + 4.%% + b5x5 + 4x¢ + 6,
63:% 4+ dx1xo + D123 + 20124 + DT1T5 + 5:6% + 3xox3 + 4x9x4 + DT2T5 + DToXG

5ro + 2:5% + 2x314 + 22375 + 4T3 + Sxi + 62426 + 224 + 63:% + 2x5206 + 325 + 61‘(23 + 5,
433% + 3x129 + 22123 + 32105 + 126 + DT + 530% + xox3 + 3x224

6xoxs5 + 3T206 + S0 + 2x§ + dxsxs + dxsxre + 23 + 21’?1 + 62416 + 614

23:? + bxsre + T5 + 433% + 2z + 5.



2. Compute a signature z € F for the message w = (3,6, 4) (use (vq,v2,v3) =

2

(1,0,6) for the values of the Vinegar variables).

Solution: We substitute the values of the Vinegar variables into the cen-
tral polynomials f(1), £, f3) and obtain

f(l) = x4+ 4I5 -+ 61?6 -+ 6,
f@ = ay+ a5+ das + 4,
f® = 6xy4 +4as5 + 26+ 5.

We set f) = w; =3,/ = wy, =6 and f® = ws = 4. Solving this
system by Gaussian Elimination yields (z4, x5, z¢) = (6,3,0). Therefore,
we get the pre-image y = (1,0,6,6,3,0)7.

In the second step, we have to invert the affine transformation 7. First,
we compute T~ !, obtaining
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and compute the signature z € FS of the message w by

z=T"'(y—-(1,2,4,1,3,2)T) = (4,1,5,6,3,5)T.

. Isz=1(6,5,2,1,1,1) a valid signature for the message w = (3,2,5) ?

Solution: We get P(z) = (3,5,5). Therefore, the signature z is invalid
for the message w.

Rainbow

Let F=GF(7) and (vi,01,02) = (2,2,2). Let the central map F : F* — FS of
the 2-layer Rainbow scheme be given by

f(3) —
f(4) —
f(5) —
+
f(ﬁ) —
+

xf + dx1xo + dx123 + driXy + 2201 + 430% + 629wy + 622 + 523 4+ 2004 + 1,
31’% + 22119 + 4x123 + 3T124 4 321 + 5:0% + xox3 4+ 3x214 + ST + HI3,
595% + 2x1x9 + 42123 + 62176 + 221 + 533% + dxoxs + 2x9x4 + 3T2T5 + 279
2x§ + x3x5 + 2x376 + 2$L'Z + 5x4x5 + draxe + 314 + 3T5 + 226 + 2,

x% +4dx129 + 22123 + 42124 + 42125 + 621 + 4:5% + Sxoxy + Tox6 + 622
6I§ + 3z3x5 + drzxrg + 3x3 + 493421 + bxyxs + x4 + 325 + 226 + 1.

1. Compute a pre-image y € FS of x = (3,5,0,4) under the central map F
(use (v1,v2) = (4, 3) as the values of the Vinegar variables).



Solution: Substituting the Vinegar Variables into f®) and f* yields

f® = dxs34 524 +6,
f@ = 32344

Setting f®) = z; =3 and f® = x5y = 5 yields (y3,y4) = (5,1).
Substituting the values of z1, ...,z into f® and f© yields

F® = ag 4626+ 2,
fO = das5+ 226 +6.

Setting f(5) =x3 =0 and f(6) = x4 = 4 yields (ys,ys) = (6,1).
Therefore, the required pre-image is given by y = (4,3,5,1,6,1) € F°.



