Multivariate Cryptography - Exercise 1
PQ Crypto Summer School 2017

1 UOV

Let F=GF(7) and o = v = 3 (balanced Oil and Vinegar). Let the affine trans-
formation 7 : F® — FS be given as

6 5 5 5 5 4 T 1
6 6 4 5 0 6 T 2
25 2 1 50 4
Tzl =17 1 5 9 9 3 T
36 2 2 30 L5 3
0 5 4 6 1 5 L6 2
The central map F : F8 — F3 of our scheme is given by
f(l) = 495% + 4x1x3 + dr1x4 + 61175 + T126 + 621 + 4:5% + Tox3 + 6924 + 6225 + DToxe
+ Sz + 5%% + 3x3x4 + Dx375 + 2T3T6 + D3 + 624 + 3T5,
f(Z) = 3r1x3 +4x124 + 31125 + 41206 + 321 + 6z§ + xox3 + dxoxy + 42225 + DxoT6 + 629
+ 635% + dxsxy + 22375 + T326 + 33 + T4 + X6 + 1,
f(3) = 635% + 6z123 + 4125 + 2176 + 2x% + S5x9x3 4+ 61214 + DroTs + dxoxg + 612 + 33@3

+  Sx3x4 + 6375 + T3xg + 33 + 4oy + 625 + 5.

1. Compute the corresponding public key

2. Compute a signature z € F for the message w = (3,6, 4) (use (vq,v2,v3) =
(1,0,6) for the values of the Vinegar variables).

3. Isz=(6,5,2,1,1,1) a valid signature for the message w = (3,2,5) ?



2 Rainbow

Let F=GF(7) and (v1,01,02) = (2,2,2). Let the central map F : F* — F6 of
the 2-layer Rainbow scheme be given by

f(3) —
f(4) —
f(5) —
+
f(ﬁ) —
+

x% + 5x122 + dx123 + dT1T4 + 221 + 4x§ + 629wy + 622 + 23 4+ 2004 + 1,
3x% + 2x129 + 42123 + 3124 + 321 + 533% + xox3 4+ 3x214 + ST + HI3,
5xf + 2x129 + 42123 + 62176 + 221 + 5x§ + dxoxs + 20924 + 3T2T5 + 279
295% + x3x5 + 2x376 + 25(52 + 5x4x5 + draxe + 314 + 3T5 + 276 + 2,

x% +4x120 + 22123 + 4x124 4+ 42125 + 621 + 4x§ + Sxoxy + Tox6 + 622
6:L’§ + 3z3x5 + drzxrs + 33 + 41’?1 + bxyxs + x4 + 325 + 226 + 1.

1. Compute a pre-image y € FS of x = (3,5,0,4) under the central map F
(use (v1,v2) = (4, 3) as the values of the Vinegar variables).



