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Hash-based Signatures in Practice

Starting the transition to
post-quantum cryptography
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Hash-based Signatures

Well understood

Post-quantum

All we need: secure cryptographic hash 
function
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Hash-based Signatures

Well understood

Post-quantum

All we need: secure cryptographic hash 
function

But: peculiarities like statefulness
       (private key has to be updated) 
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squareUP

www.square-up.org
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Handling the State

McGrew et al.:

State Management for Hash-Based 
Signatures

       http://eprint.iacr.org/2016/357
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Standardization
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Conclusion

First official standards available soon

Safe deployment / good performance 
feasible for some use cases NOW!

First genua products featuring post-
quantum update signatures available 
by the end of this year
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www.square-up.org

stefan-lukas_gazdag@genua.de
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